
EXHIBIT P
CONTRACT MANAGEMENT SYSTEM – CONTRACTORS GATEWAY

TERMS AND CONDITIONS OF USE

1.0 County has developed the Contract Management System – Contractors Gateway
(hereafter “System”), an automated system designed to electronically manage the
Contract. County has implemented the System and Contractor shall use the
System to perform its administrative contracting functions as directed by County.

2.0 County has established policies concerning the access, use and maintenance of
the System. Contractor shall adhere to these policies, which include this Exhibit P
(hereafter “Terms and Conditions of Use”), the Contract Management System-
Contractors Gateway User Acknowledgement Agreement (“User
Acknowledgement Agreement”), instruction guides/tutorials provided by County,
training sessions conducted by County, etc. Contractor’s non-compliance with
these policies may subject Contractor to denial of access to the System,
suspension of payment(s), termination of the Contract, and/or other actions which
County may take at its sole discretion.

3.0 System Access and Control

3.1. Contractor shall access the System using the following Uniform Resource
Locator (URL) link:
https://gateway.css.lacounty.gov:4443/OA_HTML/AppsLogin (please note
there is an underscore between “OA” and “HTML” in the URL).

3.2. Contractor shall ensure that data that is accessed using County information
technology resources must be used for County authorized purposes and
must not be disclosed to others without County’s prior written authorization
or unless required by Federal, State or Program regulations.

3.3. Unauthorized access by Contractor to any County information technology
resource, including the System, network, software application programs,
data files, and restricted work areas is prohibited.

3.4. Accessing the System During Non-Business Hours

3.4.1. County recommends that Contractor does not access the System
during non-business hours in order to allow County to provide
technical assistance when requested from Users (who are defined
in Section 5.0-User Accounts, herein).

3.4.2. For purposes of this Terms and Conditions of Use, non-business
hours are defined as the days and times that are outside of the
traditional work week (where the traditional work week is
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recognized as Monday – Friday, 8:00 a.m. to 5:00 p.m.). The
traditional work week does not include County-recognized holidays.

3.4.3. Generally, County-recognized holidays are the same as Federally-
recognized holidays such as January 1st, July 4th, December 25th,
etc. of each year. Contractor may obtain a current list of County-
recognized holidays from County’s Contract Manager.

4.0 System Protocols and Security

4.1. Digital communications that occur between Contractor and County within
the System are conducted over a secure network, which has been
established by County using Secure Socket Layer technology, one of the
most robust encryption platforms available.

4.2. The System’s URL provides an assurance to County and Contractor that
accessing and using the System are done securely. A Web browser in
secure mode will display a URL address beginning with “https://” rather than
the standard “http://”, where the “s” in “https://” stands for “secure”.

4.3. County has established these secure, standard protocols which encrypt
data across publicly used Internet connections.

4.4. County will make every effort to provide standard Internet-level performance
while Users utilize the System. Contractor shall contact County when it
experiences any disruptions in services by following the guidelines
established in Subsection 8.2, herein.

5.0 User Accounts

5.1. Designation of Users

5.1.1. Contractor shall designate Contractor Employees (Users) who shall
be responsible for operating the System on Contractor’s behalf.

5.1.2. For purposes of this Terms and Conditions of Use, a Contractor
Employee is defined as a staff member on Contractor’s payroll who
works on the Contract.

5.1.3. Contractor shall obtain prior approval from County to designate an
account for each User who accesses the System. Contractor shall
follow the instruction guides/tutorials provided by County and the
general guidelines outlined in Subsection 5.5-Requesting User
Accounts, herein, for requesting, creating and designating User
accounts.
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5.2. User Account Classification

5.2.1. User accounts are classified as either View-Only or Administrative.
Contractor shall designate a classification for each User when
requesting approval for a User account.

5.2.2. There are two (2) types of User account classifications:

5.2.2.1. View-Only User: A User who can access the System
to view all Contract documents and agency
information.

5.2.2.2. Administrative User: A User who can access the
System to view all Contract documents and agency
information, submit Contract documents to County,
update Contractor’s administrative information, receive
automated System alerts/notices (when designated as
the contact person for this responsibility), and perform
other functions as defined by County.

5.3. Active and Inactive User Accounts

5.3.1. An active User account is defined as a User who has an approved,
current, valid account, which does not have an inactive or
termination date in the System. This User can access the System
and perform functions based on his/her account classification (as
defined in Subsection 5.2-User Account Classification, herein).

5.3.2. An inactive User account is defined as a User whose account
profile has been assigned an inactive or termination date and User
can no longer access the System.

5.4. Contractor shall designate and maintain a minimum of two (2) active Users
(up to a maximum of four (4) active Users) at all times as follows:

5.4.1. Contractor shall designate at least one (1) Administrative User at
the level of the Contractor’s Project Director.

5.4.2. Contractor shall designate at least one (1) User who has delegated
authority to execute the Contract. This User shall be at the level of
the Executive Director and may be classified as either a View-Only
User or an Administrative User.

5.4.3. One of the two Users shall be designated as the responsible
contact who shall receive and respond to System generated
alerts/notices pertaining to Contract Document Deliverables (e.g.,
insurance certificates, business licenses, permits, etc.).
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5.5. Requesting User Accounts

5.5.1. Contractor shall obtain prior approval from County in order to
establish User accounts in the System. Contractor shall follow
these general guidelines to obtain County’s approval:

5.5.1.1. Contractor shall review its Employees, assess each of
their responsibilities, and determine which Employee(s)
should have a User account in the System.

5.5.1.2. Contractor shall provide the Employee with the User
Acknowledgement Agreement, and the Employee shall
read and complete the form. Contractor’s Authorized
Representative shall review and sign the form.
Contractor shall ensure that the User
Acknowledgement Agreement is completed for each
Employee that will receive a User account.

5.5.1.3. Contractor shall ensure that the completed User
Acknowledgement Agreement is attached/saved in the
System as a Contract Document Deliverable (on the
General Page of the Administration tab) prior to
requesting and being granted access to the System by
County.

5.5.1.4. Contractor shall create a profile for each User in the
System.

5.5.1.5. Upon County’s receipt of the User profile submitted by
Contractor, County will review User’s profile and
Employee’s completed User Acknowledgement
Agreement.

5.5.1.6. County will inform Contractor whether the User
account has been approved or rejected.

5.5.2. Approved and Rejected User Accounts

5.5.2.1. Upon approval of Contractor’s request for a User
account, County will provide User with a unique User
Name (logon/System identifier) and a default
password.

5.5.2.1.1. User shall be responsible for changing
his/her password when prompted by the
System.
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5.5.2.1.2. User may begin accessing the System
immediately.

5.5.2.2. Upon rejection of Contractor’s request for a User
account, County will follow-up with Contractor to
discuss the reason(s) for rejecting Contractor’s request
for a User account.

5.5.3. Contractor’s Assurances Upon Creating User Accounts

5.5.3.1. Contractor is responsible for the conduct of all Users
who access and utilize the System. Contractor shall
ensure that Contractor and its Users adhere to this
Terms and Conditions of Use, the User
Acknowledgement Agreement, instruction
guides/tutorials provided by County, training sessions
conducted by County, etc. which establish the policies
under which the Users shall operate the System.

5.5.3.2. Contractor shall ensure that each User’s copy of the
User Acknowledgement Agreement forms are saved in
the System as a Contract Document Deliverable.
Contractor shall not delete any User Acknowledgement
Agreement forms from the System without County’s
written prior approval.

5.5.3.3. Contractor shall ensure that all Users receive and
maintain current copies of all instruction
guides/tutorials for using the System, which are
developed by County and provided to Contractor.

5.6. User Name and Password

5.6.1. Contractor shall ensure that its Users do not share their unique
User Name and password with any other person.

5.6.2. County recommends that Users change their passwords every
three (3) months to ensure additional password security.

5.6.3. Contractor shall ensure that all Users maintain valid, secure e-mail
accounts, which shall be used for self-service maintenance of User
Name and password information. In the event that Users forget
their User Name or password, User shall adhere to the instruction
guides/tutorials provided by County for resetting the User Name or
password.

5.6.4. Repeated changes to a User’s password outside of the
recommended three-month period, as noted in Subsection 5.6.2,
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herein, shall be monitored and investigated by County and may
result in County suspending User’s access.

5.7. Change in User’s Status

5.7.1. When a User’s status changes (e.g., he/she is no longer employed
by Contractor or User’s responsibilities change), Contractor’s
Authorized Representative shall take immediate action to update
the User’s account profile. Updates to User account profiles shall
be approved by County.

5.7.2. Contractor shall update User account profiles in the System by
removing a User’s account once that User is no longer an
Employee on the Contract.

5.7.3. New Employees/Users

5.7.3.1. When Contractor determines that a new Employee
shall receive a User account, Contractor shall adhere
to the guidelines established in Subsection 5.5-
Requesting User Accounts, herein, to create an
account in the System.

5.7.3.2. Prior to requesting a new User account, Contractor
shall ensure that it continues to maintain at least two
(2) active Users and does not exceed the maximum of
four (4) Users (pursuant to Subsection 5.4, herein).

5.7.4. Contractor shall regularly review all User account information to
ensure accuracy and completeness. Contractor shall ensure that
updates are completed whenever administrative changes occur.

5.7.5. If County determines at its own discretion that Contractor is
creating or removing User accounts too frequently then County
shall take appropriate measures to investigate and remedy these
occurrences. Upon County’s request, Contractor shall provide
sufficient justification for these frequent User account updates.

6.0 General Policies for Use

6.1. County information technology resources are to be used solely for County
business purposes.

6.2. County may periodically update this Terms and Conditions of Use and the
User Acknowledgement Agreement policies. County may also implement
future enhancements to the System. Contractor shall ensure that
Contractor and Users adhere to all policy updates as well as any new
procedures for using System enhancements.
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6.3. Data Integrity

6.3.1. Contractor shall ensure that Users maintain the integrity of data
they enter in the System, and do not save, store or attach
electronic files in the System which do not meet the following
requirements:

6.3.1.1. File types must be Word, Excel or Portable Data
Format (PDF) documents. Files such as pictures,
videos, music, PowerPoint presentations, or other files
as determined by County are not acceptable types of
documents.

6.3.1.2. File types must be compatible with standard/common
national brands, including Microsoft Office 2003
products or later version (Word, Excel, etc.), Adobe
Reader 9.0 (or later version) or their equivalent.

6.3.1.3. Files shall not be corrupted (i.e., documents shall be
free of viruses).

6.3.1.4. The size limit of each file shall not exceed ten (10)
megabytes (10 MB).

6.3.2. Contractor’s non-compliance with the data requirements outlined
herein will be remedied at County’s sole discretion.

6.4. E-Mail Alerts and Notices

6.4.1. The System generates automatic e-mail alerts and notices based
on the occurrence of certain events. These events may include,
but are not limited to, confirmation of executed Contract (or
Amendments), request for Contract Document Deliverables,
notification of expired Contract Compliance Document
Deliverables, etc.

6.4.2. Contractor shall ensure that its Users adhere to all alerts and
notices generated by the System. These alerts and notices shall
convey and have the same effect and importance as alerts and
notices sent by County’s Administration (or their designees) as
defined in Paragraph 6.0 (Administration of Contract-County) in the
Contract and Exhibit E (County’s Administration). Contractor shall
appropriately respond to all requests for documentation, promptly
adhere to due dates/deadline requirements and diligently follow all
instructions indicated in the alert/notice.
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6.5. Administrative Changes

6.5.1. Pursuant to Paragraph 7.0 (Administration of Contract-Contractor)
and Paragraph 8.34 (Notices) of the Contract, Contractor shall
designate its authorized staff by using Exhibit F (Contractor’s
Administration). Further, Contractor shall initiate any changes in its
staff, including those listed on Exhibit F (Contractor’s
Administration), by giving written notice to County.

6.5.2. When changes to Contractor’s staff, address or other items
requiring written notice are necessary, Contractor shall:

6.5.2.1. Adhere to the requirements outlined in Paragraph 8.34
(Notices) of the Contract.

6.5.2.2. Upon providing the required written notice to County,
update the administrative data in the System, including
all User account profile information.

6.5.3. Implementation and use of the System shall not excuse Contractor
from adhering to the requirements for providing proper written
notice to County when changes occur in Contractor’s
administration.

7.0 Monitoring

7.1. All County information technology resources are subject to audit and
periodic, unannounced review by County.

7.2. County reserves the right to administer, monitor, audit and/or investigate
Contractor’s access to and use of County’s information technology
resources (i.e., System, e-mails, Contractor-generated data files, etc.). If
evidence of abuse or negligence is identified, County will take the
appropriate actions to remedy any areas of Contractor’s non-compliance.

7.3. During County’s monitoring of User activities, unusual practices will be
investigated and reported to County’s Administration. County will take the
necessary steps to remedy Contractor’s inappropriate use of the System.
Unusual practices may include, but are not limited to, the following:

7.3.1. Users frequently accessing the System during non-business hours
(pursuant to Subsection 3.4-Accessing the System During Non-
Business Hours, herein).

7.3.2. Contractor not maintaining the minimum and/or exceeding the
maximum number of Users at any point in time (pursuant to
Subsection 5.4, herein).
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7.3.3. Users changing their passwords more than the recommended limit
(pursuant to Subsection 5.6.4, herein).

7.3.4. Contractor frequently changing its Users (pursuant to Subsection
5.7.5, herein).

8.0 System Maintenance and Technical Assistance

8.1. To ensure proper operation of the System, County will periodically perform
routine System maintenance activities. Since these activities will impact the
ability of Users to access the System, County will notify Users when they
attempt to login that System maintenance is occurring and County will
indicate the time when the System will become available. Generally,
System maintenance activities will occur during non-business hours (e.g.,
weekends, late evenings, County-recognized holidays, etc.) to limit the
impact to Users.

8.2. County will provide assistance to Users in the event of technical difficulties
that may occur while utilizing the System. Technical assistance will be
provided as follows:

8.2.1. Monday through Friday, 8:00 a.m. to 5:00 p.m. (excluding County-
recognized holidays).

8.2.2. Contact Ms. Tsotso Odamtten by phone or e-mail as follows:
(213) 738-2663 or todamtten@css.lacounty.gov.

8.2.3. County will follow-up on requests for assistance from Contractor
within at least one (1) business day during the traditional work
week (pursuant to Subsections 3.4.2 and 8.2.1, herein).


